
Security	and	Privacy

Modern	Mobile	Systems



Sensors:	Accelerometer

• Accelerometer	used	to	detect	password



Sensors:	Gyroscope

• Recognizing	speech	from	gyroscope	signals
https://www.usenix.org/conference/usenixsecurity14/technical-
sessions/presentation/michalevsky

Eavesdrop	on	communications
Does	not	require	user	permission	to	access	gyroscope



Electromagnetic	Signals

• Televisions	video	privacy	and	powerline
electromagnetic	inference

• https://homes.cs.washington.edu/~yoshi/papers/ccs2011-
emi.pdf



Wireless	Signals
Pace	Maker	attack

https://spqr.eecs.umich.edu/papers/gollakota-SIGCOMM11-IMD.pdf



Acoustic	sensors	- Samsung	TV	attack	



Acoustic	sensors	– Alexa attack	



Acoustic	sensors	– Covertband

• Embed	custom	signals	in	regular	music
http://musicattacks.cs.washington.edu/



BCI	– EEG	Signals

• EEG	signals	used	to	obtain	private	information	
like	Bank	pin,	Bank	Name,		month	of	birth,	
geographic	location

• https://www.usenix.org/system/files/conference/use
nixsecurity12/sec12-final56.pdf


